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significant threat that requires constant monitoring and detailed analysis to minimize financial losses. It
is obligatory to constantly improve the system of information safety due to the changing nature of internal
and external factors. Purpose. The purpose of this article is to review, synthesis and study of theoretical
approaches to identify the sources of threats for banks information security. Methods. Monographic,
theoretical generalization, systematization, analysis.Results. It is found out that the problem of research
the sources of threats to information security of banking institutions is urgent for investigation. The
modern approaches to the interpretation of the term «threat» are analyzed. It is considered the
classification of information security threats in banking institutions. The ways to implement information
security threats and to identify the threats to information system in banking institutions by sources of
formation are offered. The influence of information security to other components of the system of
economic security of banking institutions is grounded. The measures for neutralizing threats to
information systems in banking institutions are offered. Originality. A definition of the term "threat" is
offered. The influence of information security on the other components of the system of economic security
of banking institutions is examined. Conclusion. The results of the analysis we made draw us to the
following conclusions: it was studied the modern approach to the interpretation of the term "threat" that
made it possible to offer the author's definition; it were described approaches of many authors for
classification of threats to information systems in banking institutions; it was considered the influence of
information security to other components of the system of economic security of banking institutions.The
research of sources of threats to information security of banking institutions provides the basis for an
effective information security system of banking institutions formation.

Keywords: threat; banking institution; security; informational security; internal threats; external
threats.
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KaHJM/1aT eKOHOMIYHHUX HAyK, CTApIINiA BUKIIa1aq
kadeapr eKOHOMIYHOT KIOEpHETHKH,
Uepkacbkuil HalllOHAIBHUN YHIBEPCUTET
iMeHi borgana XMeIpHHUIIBKOTO
COJIOBHOBA BikTopisi BostiogumupiBHa,
KaHJMJ1aT eKOHOMIYHHUX HayK, JOLEHT, JOLEHT
Kadenpu QpiHaHCIB 1 KpenuTy, Yepkacbkuil HaBYaIbHO-
HaykoBull iHcTUTYT /IBH3 «YHiBepcuteT 6aHKIBCHKOI
CTIpaBM

BUKOPUCTAHHS EHTPOIII NEPECTAHOBOK JIJIsSI MEPEANIPOTHO3HOI'O
AHAJII3Y KPU30BUX SABUIl HA ®OHJAOBOMY PUHKY

3acmocyeanns memooie eKOHODI3UKU € CYUACHUM THCMPYMEHMOM NPU BUBYEHHI CKAAOHUX
exoHomiunux cucmem. Cmamms npuceéauena OOCHIOHNCeHHIO KPU3OBUX Ma NepeoKpu308ux Cmawis
MaKux cucmem i3 UKOPUCAHHAM enmponii nepecmanosok. Ilpoananizoeano nogedinky enmponii
nepecmanogox na npukaaodi indexcy Dow Jones Industrial Average (DJIA) ¢onoosoco pumxy
CLIA. Ilpointocmposano xapaxkmepui ocoOIusocmi 8 noeedinyi 3anponoHO8AH020 eHMPONIUHO20
NOKAsHUKa y nepioou kpu3. 3pobaeHo GUCHOBKU W0O00 MOICIUBOCHI GUKOPUCHWIAHHA eHMPONIi
nepecmano8ox 6 AKocmi iHOuxamopa-nepedsichuxa kpuzoux asuwy. Ocodausy yeazy npudiieHo
8UOOPY ONMUMATLHUX NAPAMEMPI8 pPO3PAXYHKY eHMPONii nepecmaHo80K 3 Memoi0 GU3HAUEHHS.
BNAUBY HA 00EPICYBAHT Pe3YTbmamu.

Kniouogi cnosa: onoosuii punox, ewmponis nepecmamosox, namepH, Kpusd, IHOUKAMOp-
nepeosiCHUK, 4acosi psaou
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IMoctanoBka mnpodaemu. PakTHUHO KpHu3a € HemependayyBaHUM, OJIHOYACHO
PYWHIBHUM 1 TBOPYHMM SIBUILIEM, B HACIIOK YOTO BiIOYBa€ThCS BEIMUC3HUHN BIJIUB HA EKOHOMIKY
HEe JuIe Tiel KpalHM — «BOJIOJAPKM» KpU3HM, a ¥ EKOHOMiKy Bchoro ciTy. [y anamizy
(hOHIOBUX I1HAEKCIB y BHIJISAI YaCOBUX PSIIB TPAIUIIAHO BHKOPHCTOBYIOTh CTAaTUCTHUYHI
METOAM MOJICITIOBaHHA. AJle OCKUJIbKY TaKi YaCOBI PsII IEMOHCTPYIOTh HENIHIHHICTh MTOBEIHKH,
a caMi (OHIOBI PUHKH, IO MIPOIYKYIOTh I1i PSAIH, € CKIATHUMU CHCTEMaMU, TPAJAHIIHHI METOIN
HE CHpanboBYIOTh. [lOCTIMHMN MOHITOPHHT CTaHy (iHAHCOBO-EKOHOMIYHHUX CHCTEM €
HEOOX1HICTIO, TOMY BHUHHUKAa€ MOTpeda B aBTOMATH30BAHMX METOJAaX MPOTHO3YBAaHHS TaKUX
ABUI] SK Kpu3d. B poOOTI NpPOMOHYETbCS BUKOPUCTAHHA MDKIUCHMIUTIHAPDHHUX ITiJXO/IB,
30KpeMa, 3alo3W4YeHUX 3 (PI3UKH — EHTPOIiI0 MEePecTaHOBOK, IO € HOBHUM 1 MEPCHEKTUBHUM
METOJIOM JTOCII/KCHHSI TOBTUX 1 CKJIATHUX YaCOBUX PSIIiB.

AHami3 ocra”Hix aochaizkeHb i myOuaikamii. JlocmimkeHHIO 0OCOOIMBHX CTaHIB,
HacaMIiepe]] KpU30BUX, Y CUCTEMaX Pi3HOI MPUPOAX MPUCBSUYEHI pOOOTH TaKMX BITUM3HSHHUX Ta
3akopaonHux BueHMXx sk Y. Kinmnbeprepa, T.Knebanosoi, II. Kpyrmana, H. Makcwuiiko,
I'. Manuneuskoro, M. Manrtensi, JI. CepreeBoi, O. Cepatoka, B. ComnosiioBa, [I. Copuerre,
JIx. Copoca, 0. Crenni, O. Uepnsika. EHTpomiiiHi MeTOIM 10 BUBYEHHS PI3HOMAHITHUX CTaHIB
cucrem 3anpononyBamu K. Illennon, K. Tcammic, A.Penwi, JIx. ¢on Heiiman, C. IliHkyc,
C. xomya, [Ix. Piumen, O. Pocco.

banar (Bandt) i [Tomme (Pompe) y po6oTi [1] BBenM MOHATTS €HTPOIIT IEPECTAHOBOK SIK
KIUJIBKICHOI OI[IHKM HEeBU3HAaYeHOCTI cuctemMu. [1Inpokoro BUKOPUCTaHHS EHTPOIIis IePECTaHOBOK
HaOyjga B MEAMYHUX JOCHIDKCHHsX. Tak, Hampukiaa, B [2] mis OGlOMEIUYHMX CHTHAJIB
MOKa3aHO, IO EHTPOIlid MEePEeCTAaHOBOK Yy 3MO31 BIAPI3HUTH HOPMAJIbHUN Ta eMiICNTUYHUN
(KpU30BUil) CUTHAIH 13 BUCOKOIO TOYHICTIO.

OpHak HasBHICTH 3HAYHOI KUTBKOCTI HAYKOBUX JAOPOOOK B 3a3HAYEHOMY HampsMi HE MOXKHA
BBAXaTW BUUepnHOW0. [lomambmioro ramOOKOro AOCTIDKEHHS NOTPeOYIOTh KpPHU30Bi SBHINA B
€KOHOMIIIi, YacTOTa MOTPSICIHB SIKUMU B €MOXY II100ani3alii CBITOBOro €eKOHOMIYHOTO POCTOPY Mae
TEHJICHIIIO 10 CTPIMKOTO 30UTBIIIEHHS, Ta METOIH 1X BUSBJICHHS 1 CBOEYACHOTO MONIEPEKEHHSI.

Mera crarri. MeTta crarTi mosfrae y BUBYEHHI OCOOJIMBOCTEH MOBEMIHKHA EHTPOIii
MIEPECTAaHOBOK y TMEPEIKPH30BI Ta BIACHE KPU30BI MEpioay Ha MPHUKIAIl 3arajJbHONPUHHATOL
ICTOPUYHOI XPOHOJIOTI] KPU30BUX SIBUI Ha (POHJOBHX PHUHKAX Ta BU3HAYCHHSI MOXIMBOCTI 11
BUKOPHUCTAHHS B KOCTI IHAMKATOpa-NiepeABICHUKA KPU3.

Bukiag ocuoBHoro Martepiany. Enrtpomis mepecranoBok (Permutation Entropy,
PermEn) e miporo HeBmopsaakoBaHOCTI iH(OpMALii, 110 MICTUTHCS B CUTHAJI, 1 BUKOPUCTOBYE
BITHOCHI 4YacTOTHM PI3HHMX NAaTEpHIB, II0 3ycTpidaioTbes B curHami. lle nae meBHI mepesaru,
OCKUTPKM 3aBISKA IbOMY EHTpPONis TEepPEeCTaHOBOK HE 3aJeKUTh BiJ 3HAUYEHb CHTHAIY, a
BUKOPHUCTOBYE JIUIIIE MOCIiTOBHOCTI CUMBOIIIB.

Hanamo BusHauenHs eHtpomnii nmepectanoBok [1]. Hexait curnan {x(i), xe i=0 ... N-1},
M — nopsA0K (a3oBoro mnpocropy, m = 2. IlepeTBopuMo BUXIAHMM pAa 33yl Horo aHamizy y
M - BUMIPHOMY IPOCTOPI:

Xi:[x i ,xi+L ,..,x1+ m=1L ]

ne L — 3arpumka (nar). SIk mpaBuio, L oOupaeTbes piBHOWO 1, ajge B pe3ynbTaTi MpPOBEICHHX
JOCHIJKeHb TOKa3aHo, L0 Iel mapaMeTp Moke HaOyBaTH ¥ iHIIMX 3HaueHb. OTpuMaHi B
pe3yNbTaTi NePEeTBOPEHb MOCIIIOBHOCTI X YHOPSAIKOBYIOThCS 3a 3pocTaHHAM. DyHKIISA X; Ma€e

MNEPECTaHOBKU v o s SKIIO 3aA0BOJIBHAE YMOBiI
of1-fm-1

Xt+rr <Xxt+rr <..<Xt+r .7,

0<r<m-1 LT,
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JIist KOKHOI TMEepecTaHOBKM 7 3 M! MOXIHBUX JJIsi M-BHEMIPHOTO MPOCTOPY
PO3PaxOBYETHCS BIAHOCHA YaCTOTa

Number t/t<T - m-1 z,x"
N—-m-1r7

Pz =
dopmyna eHTpoIii IepecTaHOBOK y M-BUMIpHOMY (a30BOMY IIPOCTOP1 Ma€ BU/I:

HPermEnz_Zp 7 In pz
=1
1

Jis 3py4HOCTI OTpUMaHy BEJIMYMHY HOPMANi3ylOTh MHOXHHKOM W 1 3HAYEHHS

<1.

EHTpomiss mepecTaHOBOK MOXeE MNPUIMATH MaKCHUMajibHE 3HAUCHHS 3a YMOBH
piBHOWMOBIpHiCHOTO BUMNAAKY (y BHOIpIi BC1 BUMAaAKKA M piBHI) i MiHIMaJbHE 3HAYEHHS, SIKIIO Y
BCiit BUOIpII peai3yeThes Juiie oaHa 3 M! nmepectaHoBok [3].

HeoOxigHo 3ayBakuTH, IO 3HAYEHHS EHTPOMIl MEPEeCTAaHOBOK 3aJIeXKHUTh BiJ BUOODPY
po3mipHOCTi M Ta 3arpumku L. Ha puc. 1 mpoitrocTpoBaHO IO 3aI€KHICTh. SIK BHIIHO, MTOPSIIOK
M BIUIMBa€ Ha KUIbKICTh IATEpPHIB, 10 MOXYTb OYTH BHsBJIEHI y CUTHami. 3arpuMka L
BIJIMOBIA€ 32 IHTEPBAJI Yacy MiXK IMaTepHAMH.

enrpomii nepecranosok 0 < Hg, .

o
e,
o' %l.0 e O
L=1 L o)

L=2 o,

L=3 ‘Oo ® O

L=4 o o) o o

Puc. 1. [laTepHu cUrHajy Ui pi3HUX 3HAYEHb 3aTPUMKH 4acy
Ilxepero: [4, c.8]

Ha puc. 2(a) magano nmpukian GopMyBaHHS TATEPHIB I €HTPOIIIi MEPECTAHOBOK MPH
m=3, a Ha puc. 2(0) moka3aHi BCi MOKJIMBI Bapiailii MaTepHIB /IS [IbOTO MOPSIKY.
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Xn-2; Xn-1, Xn

11,8,1 N
6, 11, 8 _
4, 6, ll _

X=1[4,6,11,8,1,....Xn-2, Xn-1, Xn]

a)

7

Y

6)
Puc. 2. ®opmyBanns marepHiB (a) Ta ix MoximBi (opmu (0) AMS EHTPOIl MepecTaHOBOK
nopsaky m=3
Ilxepeno: [5, ¢.45]

3acTtocyeMo peaibHi CUTHAJM, a caMme pall «OmakuTHUX ¢imok» ¢ponmoBoro punky CIIA
Dow Jones Industrial Average (DJIA) 3a mepiox 3 3.01.1984 p. mo 31.04.2016 pp. (puc. 3).
Taxuii noBom 1OBruil psa oOpaHui HE BUIAAKOBO, a 3 METOI aHauizy PermEn s pizHux
CTaHiB (DOHIOBOIO PHMHKY, AKi BKIIOUalOTh 19 odiuiiiHo 3adikcoBanux kpus. Lle no3Boisie
PO3IJISIHYTH MOJKJIMBOCTI JIaHOTO 1HIUKATOpa JUIs BUSABICHHS 1 TOMEPEKEHHS pI3HUX 3a
MPUYUHOIO, TIPHUPOJIOIO 1 TIIMOMHOIO KPHU3.

Po3paxyHku npoBoawiucs y pexuMi pyxoMmoro BikHA. OOupanocsi BIKHO, HapUKIAJ, 13
po3mipoM 150 Touok (250 To4OK MPUOIM3HO JOPIBHIOIOTH JBOM TOPTiBEBHUM POKaM), Y HbOMY
PO3paxOBYBAJIMCS 3HAUEHHS EHTPOIIi NMEepPecTaHOBOK, MOTIM BIKHO 3MIIyBaJIOCs B3JIOBXK psAy Ha
KpPOK 5 TOYOK 1 3HOBY BiJIOyBaBCs PO3paxyHOK 3HaueHHs eHTpomii. Llg mpouenypa TpuBae 1o
BUUEpIIaHHS YacoBOTO psay. HacTymHMM KpOKOM € TOpPIBHSHHS JAWHAMIKM BHXITHOTO DPSIy 3
BIIMOBIZIHOIO JIMHAMIKOIO EHTpPOMIi TMEpecTaHOBOK, AaHalli3 CHUCTEMHHUX 3MiH Ha pPHUHKY Ta
XapaKTepHUX OCOOIMBOCTEN y MOBEIHIII EHTPOMIHHOIO MOKa3HUKa. Jlasi 3a aHaJIOrYHOI0 CXEMOIO
MIPOBOAMIIMCS PO3PAXYHKU U1l BIKOH 3 IHIIMMH po3mipamu. OTprUMaH1 pe3ysibTaTd MOPiBHIOBAIHCS
3 METOIO BHSIBIICHHSI ONITUMAIBHUX MTApaMeTPIB ISl PO3paxyHKy €HTPOITi] epecTaHOBOK.

Ha puc. 3 mpeacraBineHo MOpiBHSIBHY JAWHAMIKY €HTPOIMil MEPecTaHOBOK Ta BHUXIAHOTO
psaay Ul pI3HHX TapaMeTpiB. 3BEepHEMO yBary Ha XapaKTepHE CTPIMKE MaJiHHA 3HAa4YEeHHS
EHTPOMIl TMEepecTaHOBOK Yy TMEpeAKpU30Bl NepioAu (BJacHE KPU3M Ha PHUCYHKY IOKa3aHl
CTpiIKaMu). SIK BUJHO, Taka MOBEJIHKA EHTPOIIHHOTO MOKAa3HUKA € XapaKTepHOIO 1 3arajbHOI0
U pO3MIISIHYTUX Kpu3. Lle no3Boisie nanumil iHamkarop PermEn BHKOpHUCTOBYBaTH B SIKOCTI
nepeBICHUKA KPU30BHX SIBHILL.
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Puc. 3. TlopiBHsIbHA MUHAMIKa BHXITHOTO PSAYy Ta €HTPOIIi MEPECTAHOBOK JUIS TMapaMeTpiB:
a) mmpuHa BikHa — 500 nwiB, kpok — 5, M=8, L=1; 0) mmpwuna sixua — 150 quis, kpok — 5, m=7, L=1
JIxepesio: po3paxoBaHo aBTopamu 3a [6]

3 puc. 3 BUHO, 110 MapaMeTpH PO3pPaxyHKy €HTPOIIii EPeCTaHOBOK BIJIrpaiOTh CYTTEBY
pOJIb y BIAYYTTI Ta BiAOOpakKeHHI KPU30BUX SBUII. Ak O0aummo, MO IS JESIKUX KpU3, K1
3HaXOAThCSA Ha YaCOBOMY MPOMIKKY MeHIIoMY HiK 500 nHIB (IIMpHHA BIKHA) JUIS PO3PaxXyHKY
(puc. 3(a)) Taki nepenBiCHUKH BiACYTHI. ToMy Oyiu MpoBEAECHI PO3PAXYHKH 1 111 MEHILIUX BIKOH
(250 — 1 TopriBenbHui pik, 125 — 0,5 TopriBenbHOro poky Ta iH.). Pe3ynbrar po3paxyHky mis
BikHa mupuHOK 150 ToYok HamaHo Ha puc. 3(0).

Takox B po0OOTi OYyJ0 JOCIIPKEHO BIUIMB HAa PO3PAXyHKH 3MiHH PO3MIPHOCTI (a30BOro
mpocTopy. 3’sICOBaHO, MIO 30UTBIICHHS [BOTO TapaMeTpy MPU3BOIHUTH O «3arjaKyBaHOTO)»
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edexTy, To0TO MM He 6aunMMo B AWMHAMINI JIpiOHUX (IyKTyaliii i MOXEeMO 30CepeIuTHCS Ha
pEe3yNbTaTUBHUX CIUIECKaX EHTpOMii mNepecTaHOBOK. YW MoOXke 1€ NPUBECTH [0 BTpaTu
iHpopmanii? Bingnosiaes Ha 11e MUTaHHA Oye OTPUMAHO MOAATBIIUMHE JOCITIKCHHIMHU.

BucHoOBKH i mepcrneKTMBH MOAAJBIIMX JOCJTiAKeHb. Bukianeni Buie pe3ynbTaTH
JOCIIJKEHHS JI03BOJISIIOTh BU3HAUUTH AKTYaJIbHICTH 3aCTOCYBAaHHS €HTPOIIl NMEPECTAaHOBOK SIK
JI€BOTO IHCTPYMEHTY MOHITOPUHTY CTaHY (PIHAHCOBO-EKOHOMIYHHMX CHCTEM. 30KpeMa, CYTTEBUM
BBXAEMO MOJJIMBICTh BHKOPHCTAHHS EHTPOMIi TIEpEeCTaHOBOK Yy SKOCTI 1HJAMKaTopa-
nepe/IBiCHUKAa KPU30BUX SIBUII Ha (DOHAOBUX PUHKAX, IO JOBEIACHO YUCICHHUMH pPEe3yJbTaTaMu
€KCIIEPUMEHTIB.

ABTOpH BHUCIOBIIOIOTh MoKy npodecopy CosoitoBy B.M. 3a 1urigHe oO6roBopeHHS
OTPUMAaHUX PE3yJbTaTiB.
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APPLICATION OF PERMUTATION ENTROPY
FOR PREDICTIVE ANALYSIS CRISIS IN THE STOCK MARKET

Abstract. Introduction. The crisis is virtually unpredictable, destructive and creative
phenomenon, causing a huge impact on the economy of the country, which has the crisis, and the
economy of the whole world. To analyze stock indices in the form of time series, statistic modeling
methods are traditionally used. However, since these time series show nonlinear behaviour, and stock
markets producing these series are complex systems, traditional methods do not work. Constant
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monitoring of the financial and economic systems is a necessity, so there is a need for the automated
methods to predict such phenomena as crises. The paper proposes the use of interdisciplinary
approaches, including borrowed from physics, permutation entropy, which is a new and promising
method for studying long and complicated time series. Purpose. The purpose of the article is to study
the behaviour of permutation entropy in pre-crisis and crisis periods on the example of generally
accepted historical chronology of the crisis on stock markets and determining an opportunity of its use
as an indicator-precursor of crises. Methods. To achieve this purpose, economic-physical methods
(permutation entropy) and graphic-analytical method are used. Results. The paper uses real signals,
namely, the index of Dow Jones Industrial Average (DJIA) of US stock market. This rather long series
was not chosen by chance, but to analyze PermEn for the different states of stock market includeing
19 officially recorded crises. This allows to consider the possibility of this indicator to detect and
prevent different crises according to the cause, nature and depth. We compare the dynamic of
permutation entropy and source series for different parameters. We consider the characteristic sharp
drop in the values of permutation entropy in pre-crisis periods. The behaviour of entropy index is
characteristic and general for the considered crises. This allows to use PermEn as an indicator-
precursor of a crisis. We calculate the value of permutation entropy with other parameters. We show
that a significant parameter is to choose a moving window. Originality. The authors propose and
practically prove the opportunity of using permutation entropy as an indicator-precursor of crisis
phenomena in stock markets. Conclusions. The obtained results of the research determine the
relevance of using permutation entropy as an effective tool of monitoring the state of financial and
economic systems. In particular, we consider it necessary to use permutation entropy as an indicator-
precursor of crises in stock market that is shown by numerous experimental results.
Keywords: stock market, permutation entropy, pattern, crisis, precursor-indicator, time series
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