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In the article the features of personnel security management and the principles of functioning of the
personnel security system of modern enterprises are examined. The characteristics of components, threats and
directions of personnel security management of the enterprise are given. The algorithm of personnel security
management of the enterprise is presented. Proposals for increasing the level of personnel security of
enterprises through the improvement of its management mechanisms are given.
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Introduction. Personnel is an important resource of an economic entity of any kind of economic
activity, the driving force and the basis of economic potential. The staff ensures high efficiency of
enterprises — on the one hand, their competitiveness and ability to maintain market position in
conditions of limited material resources through their rational distribution, and on the other hand — is
one of the carriers of risk, causing destructive changes in business processes and deteriorating financial
results activities of economic structures. Therefore, the owners and top management of modern
enterprises pay special and close attention to the issue of effective personnel management.

The tasks of enterprise personnel management are closely related to personnel security
management and counteraction to social risks. The state of personnel security is determined by several
areas of organization of work with staff. First, it is the existence of personnel policy as a document that
defines the principles and rules of working with employees at different stages of formation and
operation of the staff of the enterprise. Secondly, it is the traditions and rules of conduct in the team
and with the assets of the enterprise, ways of communication, values and norms adopted by the
company within its corporate ethics. Thus, there are information and documentation frameworks on
the basis of which, if such a goal is set, it is possible to build an effective model of personnel
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management, which will involve everyone in the process of preventing risks and threats for the
economic security of the entity. Establishing effective personnel management in the face of new
challenges and social instability creates an urgent need to improve the tools of security-oriented
personnel management and the introduction of special risk management tools in their structure.
Therefore, there is a need to update and deepen the theoretical and methodological provisions of
personnel security management in the system of economic security of economic structures, which
determines the relevance of the study.

Literature review. A significant number of scientific works of Ukrainian scientists are devoted
to the study of various aspects of the processes of system formation and functioning of personnel
security mechanisms of enterprises. Among domestic scientists in the field of personnel security
management can not be ignored the publication of such researchers as A.O. Kovalenko, who studies
personnel security as an element of the process of human resources management of business entities
[1], Z.B. Zhyvko, who offers the conceptual foundations of personnel security management of the
enterprise [2], S.V. Drach, V.0O. Zanora, who study personnel management in order to generalize the
methodological tools for selecting employees and take care of the formation of human resources for
innovative development of Ukraine in the conditions of Industry 4.0 [3, 4], A.O. Kasych, who forms
an idea of the peculiarities of personnel security management in Ukrainian enterprises through the
prism of macroeconomic processes [5], S.V. Kondrateva, who explores the genesis of the concept of
"personnel security” of the enterprise [6], A.V. Semenchenko, who characterizes the management of
personnel security in the context of socio-economic development of the organization [7], L. Cherchyk,
who clarifies the place of personnel security management in the personnel management system [8],
O.F. Yaremenko, who offers the conceptual basis for ensuring the personnel security of the enterprise
[9], etc. The authors of this study also previously made attempts to study the issues of personnel
security management and personnel management in terms of intensification of risks, dangers and
threats of the external and internal environment [10, 11].

At the same time, personnel risks continue to affect the economic security of domestic
enterprises, and therefore, finding ways to solve the problem of effective personnel security
management of business structures does not lose its relevance and has significant reserves for the
formation of a framework of new research in this area.

The purpose of the article is to study the principles of personnel security management of
enterprises and to identify ways to solve problems related to the mechanism of its provision, by
justifying effective measures to combat personnel risks for the state of economic security of economic
entities.

Results and discussion. The need to study personnel risks and problems of personnel security is
actualized by the data of international authoritative analytical agencies. Thus, according to the results
of the Global Risk Study conducted by PwC in 2020, experts found the growing need to improve the
interaction between functional units involved in risk management processes (risk management services
and departments, compliance, internal audit, etc.). The PwC report notes that as businesses enter the
era of the Fourth Industrial Revolution (Industry 4.0), such functions are required to actively engage
employees in the process of creating and maintaining business value. Risks are becoming more
complex and interconnected, so without the close interaction of different departments and staff in
general, the appearance of "blind" areas on the impact of risks, which may be invisible to key
stakeholders of business structures is inevitable. This will jeopardize strategic, financial and
operational initiatives at all levels of the organization, and may hamper the achievement of its
economic interests [12].

O.F. Yaremenko identified such approaches to the interpretation of the essence of the concept of
personnel security as:

— management approach, according to which personnel security is understood as a set of
measures related to the effective formation and use of human resources of the enterprise in order to
ensure and maintain its economic stability;
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- resource approach, according to which personnel security is the level of staffing of the
enterprise, quantitative and qualitative characteristics of the state of protection of the interests of all
categories of its stakeholders;

- process approach, according to which personnel security is defined as a measure to prevent
negative impacts on the company, its interests, resources and opportunities, the emergence and
existence of which is associated with staff, its intellectual potential, organization and implementation
of labor relations;

- an approach based on the understanding of personnel security as the protection of the interests
of the enterprise from personnel risks; as an activity to create such conditions for the stable functioning
and development of the business entity, which ensures the protection of the interests of the business
structure and its owners guaranteed by law;

- system approach, in which personnel security is a characteristic of the state of the economic
system, which achieves the effective functioning of all its components and subsystems, maintains the
security of resources and maintains the ability to withstand social risks associated with staff activities;

- risk approach, in which personnel security is recognized as a state of protection of the
enterprise from risks associated with personnel [9].

In order to form their own interpretation of the concept of personnel security, it is necessary to
determine the main characteristics of its content (Fig. 1).

System of
interaction
S

Complex of
action

Personnel

security

Fig. 1. Characteristics of the semantic essence of the concept of personnel security
Source: compiled by the authors

Thus, personnel security is a set of actions aimed at ensuring the process of effective and safe
interaction of employees during the performance of their duties, which, on the one hand, will reduce
the negative impact of external and internal factors on economic security and financial results,
activities of the enterprise, and on the other — to prevent the emergence and intensification of risks
associated with the actions and / or inaction of staff at different stages of his stay at the enterprise —
from employment to dismissal.

The goals of personnel security management of the enterprise are shown in Fig. 2.
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Fig. 2. The main objectives of personnel security of enterprises

Source: compiled by the authors

Personnel security of the enterprise is provided by the list of such functional components, as: life
security, social and motivational security, professional security, public security, information security,

legal security (fig. 3).

Life security

Social and motivational security

Personnel security of
the enterprise

Professional security

Public security

Insurance security

—| Physical security

Career security

Administrative security

Financial security
Technological security

Intellectual security

Occupational security
Psychological security

Communicative security

Informational security

Legal security

Fig. 3. Components of personnel security of the enterprise

Source: compiled by the authors

The object of personnel security of the enterprise are social risks and threats and their negative
consequences, the emergence and existence of which is associated with the activities of staff. Some
types of threats can cause the company not only image damage, but also have a negative financial and

economic result (Fig. 4).
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Fig. 4. The main types of threats to personnel security of the enterprise, which should become

objects of managerial influence
Source: compiled by the authors

The state of personnel security and the effectiveness of the management process have a direct
impact on the level of economic security of the enterprise. This assumption is confirmed by arguments
that are difficult to contradict:

— actions and / or inaction of staff in some situations can cause damage to the company;

— destabilization of the staff (moral, physical — through threats, blackmail, etc.) can lead to a
decrease in productivity, loss of profits by the company due to overuse of resources, sabotage, etc.;

— quantitative insufficiency and low quality of staff (lack of necessary competencies and
inability to acquire them in the process of adaptation and training due to the attitude to work and
personal reluctance of the employee) hinder the development of human resources and timely
achievement of certain strategic goals, which will destabilize its economic security in the future.

In order to form the conceptual basis of personnel security management at the micro level, the
following provisions need to be taken into account:

— personnel security is one of the functional components of the economic security of the
enterprise, i.e. should be recognized as an important functional subsystem in the complex system of
economic security of the enterprise, the state of which, accordingly, affects the state of the system as a
whole;

— the goal of personnel security can be defined as creating conditions for ensuring the
competitiveness of the enterprise through efficient and safety-oriented use of human resources and
labor potential, reducing social risks, neutralizing external and internal threats to staff and processes
and results of their activities;

— the level of personnel security is influenced by various factors, the source of which is the
internal and external environment of the enterprise, and the catalyst — the company's staff;

— the object of the personnel security subsystem at the enterprise is the employee as an
individual, team, human capital, personnel management system;

— subjects of personnel security are divided into external and internal [2, ¢.104-105].

The structure of personnel security management of the enterprise is graphically depicted in Fig.
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Fig. 5. Elements of the enterprise personnel security management
Source: compiled by the authors

No less important for the formation of the principles of personnel security in the economic
security system of the entity is the algorithm for implementing personnel security management
measures at the enterprise, their timeliness, necessity and rationality (meaning the importance of
comparing resource costs for security-oriented measures and potential economic effect, which they, if
successful, may have for the company). An important task for management staff is to establish a clear
sequence of steps to maintain the necessary level to achieve the goal of the economic security of the
enterprise level of its personnel security (Fig. 6).

Summarizing the results of the study, it can be argued that the process of protecting the company
from personnel risks begins at the stage of finding and selecting employees for vacant positions. The
process of personnel security management of the enterprise must be continuous and continue
throughout the existence of the entity.

Conclusions. Thus, modern research shows that a high level of personnel security is difficult to
achieve even with effective management methods, and the state of personnel security depends on the
duration and strength of internal and external factors of the environment on its economic security
system, and most of all its components related to the actions or inaction of the entity's personnel. In
general, a distinction should be made between internal and external social risks to economic security.
This gradation will allow top-management to properly structure management decisions aimed at
counteracting the negative consequences of personnel risks, depending on the source of their
occurrence. Threats to the personnel security of the enterprise are a consequence of the existence of
negative trends in the macroeconomic environment of its operation, including the labor market, and are
the result of systemic problems in the organization of business structures.
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Fig. 6. Algorithm of personnel security management of the enterprise
Source: compiled by the authors

Proposals to increase the level of personnel security of enterprises through the improvement of
its management mechanisms are as follows:

— the need to monitor the process and the result of work performed and conduct periodic
assessments of the level of security of personnel of the enterprise;

— the feasibility of implementing an automated personnel management system, the use of a
variable schedule, part-time work week; full or partial transition to remote work (in those areas of the
economic process where possible);

— in the development of personnel management clear and security-oriented algorithms for
selection, adaptation, motivation, dismissal of personnel;

— the need to optimize the system of social responsibility to employees of the enterprise by the
owners and top management;

— the expediency of expanding the types of traditional motivation of employees, taking into
account the individual characteristics, interests and needs of each team member and the need to find
innovative tools to encourage staff to work effectively and actively integrate into processes to prevent
risks to economic security and prevent their negative consequences;

— the need to create a favorable psychological climate in the team;

— the expediency of delegating additional rights to employees and creating opportunities for
their professional development.

Implementation at the applied level of the provided proposals will allow to increase the level of
economic security of domestic enterprises by preventing possible negative consequences of the impact
on its state of social, in particular, personnel risks.
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TEOPETHUYHI 3ACAJIA YIIPABJIIHHSA KAJPOBOIO BE3NEKOIO I MPOTUAIL COIIAJTBHAM
PU3UKAM NIJIIMMPUEMCTBA JIJISI JOCATHEHHSA CTAHY MOT'O EKOHOMIYHOI BE3NNEKA

Ilpoébaema. Ilepconan — ye easxicnuguii pecypc cyb’exma 20cnooaprosants 6y0b-saKo20 6udy eKOHOMIUHOT
OistnbHOCMI, pYWitiHa cuna i 0CcHosa 2ochnodapcvkozo nomenyiany. I[llmam axiseyie 3abe3neuye GuUCOKY
ehekmuenicmsb (DYHKYIOHY8AHHA NIONPUEMCING — 3 O0OHO20 OOKY, iX KOHKYPEHMOCHPOMONCHICIb | 30AMHICHb
VMPUMYBAMU PUHKOGI NO3UYIT } YMOBAX 0OMENHCEHOCIT MAMEPIANbHUX PecypCis, a 3 iHW020 OOKY — € OOHUM i3
HOCII68 pU3UKY, NPUYUHOIO OeCMPYKMUGHUX 3MIH Oi3Hec-npoyecie ma nocipulerHs QIHAHCOBUX pPe3Vabmamie
disnbHocmi  2ocnodapcvkux cmpykmyp. Tomy 61aCHUKU mMa MON-MEHEONCMEHM CYYACHUX NIONPUEMCME
npUOINAIOMs 0COOIUGY MA NUNLHY Y8A2Y NUMANHHIO eHeKMUBHO20 YINPAGNIHHS NEPCOHATLOM.

Mema cmammi nonsieae y po3Kpummi 3acad ynpagiinHs Kaopoeoio 6e3nexoio RIONPUEMCmSs i GUSHAYEHHS
WIIAXI6 GUPIWEHHS NpoOaeM, NO8 S3aHUX 3 MeXauizMoM ii 3abe3neuens, WIAXOM OOIPYHMYBAHH: OI€BUX
3ax00i8 npomuoii KadposuM pusuUKam 0 CMAaHy eKOHOMIUHOI be3neku cyb €kmis 20cno0apcbKoi OisibHOCHA.

Memoou. Y npoyeci 00cniodceHHs GUKOPUCAHI MOHOSPAQIUHUL Memoo | Memoo MmeopemuyHozo
aumanisy. 3acmocosano nputiomu auaniszy i cunmesy, paiunuli Memoo eizyanizayii pe3yibmamis HAyKo602o
noutyky. Memoo y3azanvHenms: UKOPUCTIAHO Y NPOYeCi hOpMY8aHHS BUCHOBKIS.

Pezynomamu. Y cmammi 00cniodceHO 0coOIUBOCMI YNPABIIHHA KAOPOB0Oi 0Oe3nekow ma 3acaou
@yHkyionysanus cucmemu Kaopoeoi besnexu cyvacuux nionpuemcms. Hadano xapaxmepucmuxy cKiadosux,
3a2po3 ma HAnpAMie YnpaeuinHa Kaopogoio be3nexoio nionpuemcmea. llpedocmasneno ancopumm ynpasguinis
Kaopogow bOeznexorw nionpuemcmea. Hadano nponosuyii wooo niosuwenHs pieHa Kaopogoi bes3nexu
nionpuemMcme uepes yOOCKOHANIEHHS MeXAHI3MI8 YNPAGIIHHS Helo.

Haykosa noeuszna. Haoano xapaxmepucmuxu 3micmoeoi CymHOCMI ROHAMMS Kaopoeoi Oe3nexu.
Bcmanoeneno 2onoeni  yini kadpoeoi bOesneku nionpuemcms. Busnaueno cknadosi kadpoeoi bOeszneku
nionpuemcmea. Konkpemuzoeano ocHoeHi euou 3a2po3 xaoposiil besneyi niOnpuemMcmaa, wo maromes cmamu
00’ eKmamu YnpasiiHcbko2o 6NaU8y. Y3acanvHeHo elemenmu YNpagiiHHsa Kaoposoio 0e3neKor nionpuemcmaed.
3anpononosano ancopumm ynpasiinusa Kaopogoio 6e3nexkor nionpuemcmaad.

Bucnoeku. Bucokozo piens kadpogoi 6esnexu 8anicko 00csemu HAgimb epekmusHUMU YNPAasiiHCobKUMU
memodamu. Cman Kaoposoi Gesnexu 3anexicums 60 MPUsaiocmi ma CUIU GNIU8Y GHYMPIWHIX | 306HIUHIX
haxmopis cepedosuwa QYHKYIOHYE8AHHS NIONPUEMCMEA HA CUCMEMY 1020 eKOHOMIYHOL be3neku, | Haubiibule
mux il cK1adosux, wo nos’sasaui 3 0ismu abo 6e3dianvHicmio nepconany. 3a2anom, ciio po3pisHAMY GHYMPIUHI
ma 306HIWHI COYIanbHI pU3UKU 018 eKOHOMIuHOI Oesnexu. Taxka epadayis 003601UMb  NPABUTLHO
CMPYKmypyeamu YApasIiHCoKi PilenHsl, CHPIMOBAH] HA NPOMUOII0 He2AMUSHUM HACTIOKAM KAOPOBUX PUSUKIE
3a1edcHO 6i0 Odicepena iX 6UHUKHEHHSA. 3azpo3u Kkaoposiu Oe3neyi NIONpUEMCMBA € HACHIOKOM iCHYBAHMSA
He2amueHux MeHOEeHYill y MAKPOEeKOHOMIYHOMY Cepedosuiyi 1020 (PYHKYIOHY8AHHS, ¥ THOMY YUCHI HA PUHKY
npayi, ma € pe3yibmanmom nposi8y CUCMeMHUX npoodaem y opeanizayii disivnocmi 6i3Hec-cmpyKmyp.

Kniouosi cnosa: exonomiuna besnexa, nionpuemcmeo, kaoposa besnexa, Kaoposuii pusux, coyianbHull
DPUBUK, NEPCOHAN, YAPABIHHSA, 3a2P03a.
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