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The article is devoted to the issue of personnel security management of the enterprise. The article using a
monographic method of scientific research provides a brief analysis of publications on personnel security of the
entity, identifies the subjects of personnel security management, their purpose, role and functional tasks in
ensuring the personnel security of the enterprise, considers the basic principles and approaches to formation and
ensuring personnel security in the economic security system of the enterprise.
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Introduction. Personnel security is one of the most important and relevant problems in the system
of economic security of the enterprise. The importance of ensuring personnel security covers all levels
of economic relations: microeconomic, macroeconomic, intereconomic. In the general system of
economic security, personnel security is closely linked to the subsystem of personnel management. The
number and scale of industrial espionage have increased over the last few years. According to global
evaluation criteria, it was found that about 80% of the company's damage is due to the fault of staff, of
which only 20% are unaware of their fault. Every year this figure grows, and 43% of entrepreneurs are
convinced that this problem will not affect them.

Literature review. A significant contribution to the development of the theory of enterprise
security, personnel management and personnel risks was made by such researchers as Volyanska-
Savchuk L.V, who deals with the problems of using innovative personnel technologies in personnel
management in enterprises [1], Zanora V.0, Drach S.V, who offer the scientific community their own
results of generalization of methodological tools for selecting employees in the context of personnel
management [2] and explore the problematic aspects of the formation of human resources for innovative
development of Ukraine in Industry 4.0 [3], Zachosova N.V., Who studies personnel management in the
system of economic and financial security of a commercial bank [4], as well as together with Kutsenko
D.M pays attention to the organization of combating crimes in the economic sphere in the system of
personnel security of business entities [5], Kasych A., Medvid G., who study personnel security
management at Ukrainian enterprises through the prism of macroeconomic processes [6], Kudryavtseva
O.l, who takes care of the use of innovative technologies in personnel management [7],
Onisiforova V.Yu. identifies modern aspects of personnel security management of the enterprise [8],
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Semenchenko A.V, who studies the management of personnel security in the context of socio-economic
development of the organization [9], Pugachev V.P, who considers various problems and aspects of
personnel management of the organization [10], Kovalenko A., who owns the development of security-
oriented approaches to personnel management [11] and others.

The purpose of the article is theoretical justification and determine methods of ensuring personnel
security of the enterprise, based on improving the personnel policy of the business entity, as well as
outlining the problem of personnel security management in modern economic realities and in conditions
of necessity of maintenance of financial and economic safety of the enterprise.

Results and discussion. At the current stage of the economic development, personnel security
plays a significant role in the system of economic security of the enterprise and the state as a whole [1,
p.13]. One of the most important priorities of any enterprise is an effective personnel policy aimed at
creating a single professional team of employees who have the necessary potential to achieve strategic
goals, as well as maintaining the accumulated intellectual capital. Therefore, for the vast majority of
interested managers there is an acute problem of creating and ensuring such personnel security, in which
individual and specific requests of an individual company can be met. An important component of
financial and economic security of any enterprise is the safety of personnel. Personnel safety is a set of
actions that prevent the negative impact on the financial and economic security of the enterprise by
minimizing the risks and threats associated with personnel and their actions or inaction. [2, ¢.134].

Different business processes must be protected by the necessary methods and tools. Therefore, the
company's corporate security system includes three main subsystems, interrelated (fig. 1).

personnel subsystem

economic subsystem

financial subsystem

Fig. 1. Corporate security system: main levels
Compiled by the authors

The strategic goal of personnel security is the stable development of human resources of the
business entity as its most important intellectual and professional resource, which ensures the
achievement of high rates of socio-economic development and sustainable competitiveness of the
enterprise.

The applied basis of personnel security is highly qualified prevention and punishment of threats
from staff, as they negatively affect the state of the enterprise.

Since personnel security is aimed at identifying and eliminating threats to the enterprise, it can be
determined that threats (Fig. 2) are circumstances that negatively affect the state of the personnel
functional component of the financial and economic security system.

There are two types of threats:

1. External threats to personnel security are the negative effects on the state of staffing and human
resources of the enterprise, the source of which is its external environment. As a rule, their existence and
influence do not depend on the consciousness and will of employees, which harm financial and economic
security through coercion or desire to satisfy their own financial interests. Such threats include:
headhunting;
pressure on the company's staff;

— asystem of staff motivation of competitors, which is better than in a particular company;
external liabilities of the company's staff.
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Fig. 2. Main threats to personnel security
Compiled by the authors

2. Internal threats are intentional or careless actions of the personnel, which entail a number of
negative consequences for the activity of the enterprise and the state of its financial and economic
security. Such threats include:

— weak control system when hiring;

— weak control system of the personnel management process;

— incorrect distribution of enterprise resources during the organization of the work process;
— inefficient system of motivation;

— lack of staff qualification;

— employee dissatisfaction with working conditions;

— lack of career prospects.

Analysis of publications that raise issues of personnel security of the enterprise, it is possible to
offer a classification of factors influencing its management (Table 1).

Table 1
Classification of factors influencing the management of personnel security of the enterprise
Factors Types
External - legislative and regulatory;
- economic;
- competitive.
Internal - administrative;
- financial;
- protective.
Source: compiled by the authors

Personnel security indicators are quantitative characteristics of the state of personnel that
determine the level of protection of the enterprise from internal and external threats. It is not so much
the indicators themselves are important for personnel security as their threshold values [4, p.82].

A survey of top managers of domestic enterprises on whether they faced in their practice real
threats to personnel security and what exactly were these threats allowed to obtain the following results
(Table 2).
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Table 2

The results of a survey of top management of domestic enterprises on the existence of threats to
their personnel security and their impact on the state of financial and economic security

Questions Answer options
Were there any cases of personnel Yes, Yes, No I do not know
security violations in the company's | occasionally | periodically about it
activities? 25% 60% 10% 5%
Does the company have a personnel Yes Has a Personnel No
security policy or similar personnel security is
document? policy included in
the risk
management
policy
5% 30% 35% 30%
What threats to staff are most real? | Threats from | Defects in the | Low level of Overload of
competitors | organization personal responsibilities
of technical data
safety protection
89% 12% 68% 37%
What are the threats to the company Theft Unscrupulous | Damage to Information leak
from staff? performance property
85% 76% 59% 91%
Assess the strength of the impact of | Slight impact Tangible Strong Catastrophic
personnel threats on the state of impact impact impact
financial and economic security 10% 40% 25% 25%

Source: compiled by the authors on the results of surveys

Depending on the type of economic activity and size of the enterprise and in accordance with the
actual and normative values of its technical and economic indicators and the magnitude of their deviation
from the normative values of existing indicators, the state of personnel security of the enterprise can be
described as:

a) normal when the personnel security indicators are within the limits;

0) pre-crisis, when the value of at least one of the indicators of personnel security is below normal,
and others have approached the lower limits of their thresholds, but have not lost the opportunity to
improve working conditions and results of staff by taking existing and potential threats of preventive
measures;

B) crisis, when the values of most basic indicators of personnel security go beyond the lower
threshold of normal value and there are signs of irreversibility of the decline in production and partial
loss of human resources;

r) critical, when the values of all indicators of personnel security are below the normal level, and
partial loss of human resources becomes inevitable and inevitable.

Thus, the indicator approach to assessing the personnel security of the enterprise will not only
assess its condition, but also to identify which of the elements has the greatest impact on the state of the
subsystem as a whole and requires priority intervention.

There is no doubt that all the above external and internal threats have a negative impact on
personnel security. Therefore, the specialists of the personnel department must constantly work to
improve the work with staff in order to ensure personnel security.

Personnel security in the organization is provided, first of all, by the personnel department. The
activities of this department cover the process of finding specialists and ending with the process of their
dismissal, of course, in this regard, there are problems of various kinds, the solution of which are
specialists in personnel management. The state of financial and economic security of the enterprise
depends on the quality of work performed. All personnel management functions are interconnected, and
together are an effective means of interaction with personnel and staff security.
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To work effectively on personnel security management, the personnel management service or the
relevant structural unit must have access to information such as personal data of employees, actively
participate in the formation and development of corporate culture, strategic planning of financial and
economic security of the enterprise, in personnel policy development.

The most dangerous for the state of personnel security are the following cases.

First, the replacement of vacancies by employees who came from other organizations.

Secondly, ignoring the personal qualities of the applicant, ie in the selection of personnel should
be used methods that confirm not only professional qualities but also personal.

Third, the employer should not to conduct a staff reduction. to satisfy personal interests.

Fourth, it is not necessary to promote the formation of relations of fierce competition between
employees. Fifth, it is not advisable to use regular salaries that do not depend on the current performance
of the employee. In general, the state of personnel security is achieved if the company is fully provided
with highly qualified and reliable staff.

Personnel security management plays an important role in the strategic management of the
enterprise, in particular in the context of its financial and economic security management. Minimization
of personnel threats and risks that actions or inaction of employees create for the company's assets,
resources, business reputation, etc., prevention of their occurrence, should be separated by top
management in one of the strategies of financial and economic security of the entity. Thus, personnel
security meets the following strategic goals of modern domestic enterprises:

- formation of staff loyal to the company;

- creation of a personnel reserve of appropriate quality for prompt response to staffing needs;

- ensuring the reliability of staff in the process of their work on the way to achieving the financial
and economic interests of the enterprise;

- finding a balance between the personal goals of employees and the goals of enterprise
development and the purpose of its creation and operation;

- integration of personnel into the system of corporate culture of the enterprise;

- formation of a responsible attitude of employees to financial and economic risks and awareness
of their consequences for the company;

- formation of a culture of responsible attitude of staff to the resources and assets of the enterprise
in the process of their use.

Conclusion. In the course of the research the analysis of definitions was carried out: "personnel
security", "economic security", "personnel risks". From the objective and functional point of view, the
term "corporate security of the enterprise™ is characterized by the state of protection of vital interests of
the company from various threats, which guarantees the effective use of corporate resources to ensure
the company's activities and its dynamic development. Based on the study, the definition of personnel
threats was derived. It is revealed that there are two types of personnel threats: external and internal, and
on their basis the main factors influencing the provision of personnel security in the system of financial
and economic security of the enterprise are considered. The most important factor in the successful
operation of the enterprise is the selection of high quality and reliable staff.
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KuiBcbkuit HaIllOHATBHUN YHIBEPCUTET
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IMABJIMYYK [iana Bitaxiisna
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BHUIIOI OCBITH,
YepkacbKuil HalliOHATBHUHN YHIBEPCUTET
iMeHi borgana XMenpbHHAIIEKOTO,
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M. Uepkacu, Ykpaina

ITPOBJIEMM YIIPABJITHHA KAAPOBOIO BE3ITEKOIO INIAITPUEMCTBA
SK KOMIIOHEHT CTPATETTYHOT'O YIIPABJITHHSI CHCTEMOIO HOTI'O
®IHAHCOBO-EKOHOMIYHOI BE3IEKH

Ilpobnema. Kaopoea Oesnexa € 0OHI€O 3 HAUOLIbUL BANCAUBUX | AKMYATbHUX NpOOAEM 6 cucmemi
eKOHOMIUHOI Oe3nexku nionpuemcmsa. Baoiciusicms 3a0e3neventss Kaoposoi Oe3neku OXONIIOE 6CI PIGHI
EeKOHOMIYHUX GIOHOCUH: MIKDOCKOHOMIUHI, MAKPOEKOHOMIYHI, [HMepeKOHOMIuHI. YV 3aeanvuiti cucmemi
eKOHOMIUHOI be3neKku Kadposa Oe3nexa micHO N08'sI3ana 3 NIOCUCMEMOIO YIPAGLIHHA NEPCOHANOM. 3a OCTHANHI
KIIbKA POKI8 3POCIU KIIbKICMb I MACUWMAO SUPOOHUYO20 WNUSYHCMEA. 34 3a2albHOCEIMOBUMU KpUMePIaMU
OYinKU 8usseHo, wo oauzvko 80% 30umky nionpuemcmea 8i00y8acmbCs 3 8UHU NEPCOHANY, 3 HUX minbku 20%
He nido3protoms 8 YbOMY C80I0 NPOBUHY. 3 KOHCHUM POKOM Yeli NOKAZHUK 3pOCmac, npu ybomy 43% nionpuemyieg
nepekoHaHi, wo dauwa npoobaema ix He mopkHemucs. Boonouac, pospooxa cmpamezii

Memoto cmammi € meopemuyne OOIPYHMYBAHHA MA GUIHAYEHHS MemoOdi@ 3abe3neyeHHs Kaoposoi
Oe3nexu KOMNAHii, 3ACHOBAHUX HA BOOCKOHANEHHI KAOPOBOI NOMIMUKU 20CHO0APIOUY020 CYO'€eKma, a makooic
OKpecieHHsi NpoOaeMu YNPasiiHH KA0pogo Oe3NeKor NIONPUEMCMEd y CUCTheME CIpAme2ivHo20 YNpaeiiHHs.
(inanCc080-eKOHOMIUHOIO BE3NEKOI NIONPUEMCMEA, YCMAHOBU, OPEAHI3AYII.

Memoou. Y npoyeci 00cniodceHHs GUKOPUCTAHT MOHOSPADTUHUL MemOO | MemMOO MeopemUYHO20 AHANIZY
0151 BUABNEHHA OCHOBHUX Kame2opili 3a2po3 0118 Ka0posoi be3neKku GIMUUHAHUX NIONpUEMcms. 3acmoco8ano
npuiiomMu auanizy i cunmesy, epagiuHuil Memoo 6i3yanizayii pe3yivmamis HayKo802o NOULYKy OJisl CNPOUIeHHS
cnpuliHamms nooiny 3aepo3 Kaoposii be3neyi Ha 08a OCHOBHI 8elUKi GUOU — 6HYMPIWHI | 306HIWHI. Memoo
V3a2anbHeH s BUKOPUCIAHO Y Npoyeci hopMy8aHHs BUCHOBKIB 3d pe3yIbmamamit NP08e0eH020 O0CIIONCEHHS.

Pesynomamu. Cmamms npucesueHa NUMAaHHIO YAPAGTIHHA KaOpo8oio 6e3nekoio nionpuemcmed. Y
cmammi i3 6UKOPUCTAHHAM MOHOSPAPDIUH020 MeMOOY HAYKOBO20 OOCHIONCEHHS. NPOBEOEHO KOPOMKUU AHAI3
nyoaikayiti 3 numMaus 3abe3nedentHs Kaoposoi besneku cyO €KmMa 20CNOOAPHBAHHS, BUSHAUAIOMbCA CYO €Kmu
YNPAGNIHHA KA0poBow Oe3nexolo, ix mema, poab i (YHKYIOHAAbHI 3a60aHHA 6 3abe3neuenti Kaopoeoi besnexu
RIONPUEMCIEA, PO32TIA0AIOMbC OCHOGHI NPUHYUNU [ NiOX00u 00 hopmysanHs ma 3abe3neueHHsi Kaopogoi
be3nexu @ cucmemi eKOHOMIYHOI be3neKu niONpUEMCmaa.

Haykosa noeuszna. Y npoyeci 0ocniodxcents npoedeHo auaniz NOHAMIUHO-KAMe2opiaibHO20 anapamy
BUSHAUEHL. «KAOPOBA OEe3neKay, «eKOHOMIUHA De3neKay, «kaoposi pusuKuy i Ha ix 0CHOGI 6Y10 KOHKPEeMU308aHO
BU3HAYEHHS KAOposux 3a2po3. Takooic 8 X001 ananizy UA6IEHO, WO ICHYE 08a 8UOU KAOPOBUX 3A2PO3. 3068HIWHI |
GHYMPIWHI, | HA IX OCHOBI PO32NIAHYMI OCHOBHI YUHHUKU, WO GNAUBAIOMb HA 3a0e3neyeHHs Ka0pogoi be3nexu @
cucmemi eKOHOMIYHOL Oe3neKku nionpuemMcmed.

Bucnoeku. Ynpaeninus xadpoeoio 6esnexoro gidiepac axciugy poib y CMpPAmeiuHoMYy YAPAGIHHI
RIONPUEMCINBOM, 30KpemMa Yy KOHMEKCMI YNPAGNiHHA 1020 (YIHAHCOB80-eKOHOMIUHOW Oe3nexor. Minimizayis
3a2p03 NePCOHATLY I MUX PU3UKIG, AKE Ol uu 6e30IANbHICMb NPAYIGHUKIE CIBOPIOIOMb 015 AKMUEI8 NIONPUEMCINEA,
tloeo pecypcis, 0in06oi penymayii, mowo, NONEPEONCEHHs IX HACMAHHI, MAIOMb GUOKPEMIIOSAMUCL THON-
MEHeOHCMEeHMOM Yy O00uH i3 po30dinie cmpameeii 3abe3neyeHHs (QIHAHCOB0-eKOHOMIUHOI Oe3neku cyb’exkma
20CN00aprO8aAHHSI.

Knwwuogi cnosa: xadposa desnexa, (hinancoso-exonomiyna besnexa, cmpameiuue Ynpasiints, Kaoposa
NOMIMUKa, 3a2po3u, YAPAeiiHHsa NepCoOHaNIOM, YUPABIIHHA KAOPOB8OI0 Oe3NeKoio.
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