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THE INFLUENCE OF HUMAN CAPITAL AND PERSONNEL POTENTIAL ON THE 

STATE OF PERSONNEL AND FINANCIAL AND ECONOMIC SECURITY OF CRITICAL 
INFRASTRUCTURE FACILITIES  

 
The impact of human capital and personnel potential on the state of personnel and financial and economic 

security of critical infrastructure facilities is as follows. Qualitative characteristics of human capital that form 
the personnel resource of critical infrastructure enterprises, such as business activity, initiative, professional 
behaviour and business ethics, discipline, time management, self-development, self-management, lifelong 
learning, the level of soft skills and hard skills, their application in professional activity, age, economic 
expectations, level of education, physical training, stress resistance, state of health, level of qualification, 
experience and competence can have both positive and negative consequences for the state of their personnel 
security, as well as for the final result for the state of financial and economic security. The main threats to the 
state of financial and economic security of critical infrastructure objects, which are formed by the behaviour of 
their personnel, are outlined. Taking into account the experience of various market participants, a number of 
significant difficulties and shortcomings have been identified, which already affect, or which in the future may 
affect the state of financial and economic security of critical infrastructure objects, and which are related to the 
state of their human resource and its quality characteristics. The impact of human capital and personnel potential 
on the state of personnel and financial and economic security of critical infrastructure facilities is specified. 

Keywords: human capital, personnel potential, personnel resource, critical infrastructure, risk, financial 
and economic security, personnel security. 

 
Introduction. Since the beginning of the full-scale invasion, the attention of state authorities, the 

world community, foreign partners of Ukraine and international organizations has been focused on the 
physical preservation of critical infrastructure objects, because their destruction can have catastrophic 
social and economic consequences, which will be difficult to minimize with the resources available in 
the war economy. At the same time, the state of financial and economic security of strategically 
important enterprises also needs to be controlled, because stopping their activities due to economic 
reasons can cause almost similar consequences on the life of the population and business. It is also worth 
considering the fact that the economic condition of critical infrastructure facilities and other domestic 
economic entities was unbalanced as a result of long lockdowns and other negative consequences of the 
global pandemic. The global pandemic has become a real test for business development in all countries 
of the world. At the beginning of 2021, UN experts predicted that by 2025 the total amount of losses 
from the economic crisis caused by the pandemic will reach 22 trillion dollars. In addition to this, since 
2022, Ukraine is in a state of war, which leaves no state resources for the support and development of 
enterprises in other, except military, industries. Under such conditions, the restoration and stabilization 
of the state of financial and economic security of the business entity becomes the task of its management 
staff and owners only. And the first resource that traditionally begins to be used in the absence of 
adequate financial and material support is the personnel potential of enterprises. But the global 
pandemic, the prolonged economic crisis, and finally the war became factors of significant influence on 
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the human capital of Ukraine, and also caused a significant decrease in the level of intellectual capital 
of domestic enterprises. Therefore, we must realize the problems of preserving human capital if we aim 
to restore the economy of Ukraine in the post-war period. And the first step of such a recovery should 
be the first physical, and then the financial and economic revival of the critical infrastructure.  

Literature review. The question of maintaining the appropriate level of financial and economic 
security of critical infrastructure objects was raised by Ukrainian researchers even in peacetime, taking 
into account the difficult economic conditions of the functioning of domestic business. For example, 
O. Brozhko, S. Sokotenyuk studied the current state and directions for increasing the level of economic 
security of critical infrastructures of Ukraine [1], V. Loyko, V. Khrapkina, S. Malyar, M. Rudenko 
specified the economic and legal principles of ensuring the protection of critical infrastructure [2]. 
Already in 2023, the issue of restoration and further functioning of strategically important enterprises, 
as well as the search for resources for the organization and implementation of these processes, began to 
be actively discussed. For example, Kyzym M., Haustova V., Trushkina N. study the possibilities of 
financial support for the development of critical infrastructure in the conditions of the post-war 
reconstruction of the Ukrainian economy [3].  

In addition to the financial issue, a significant role should also be given to human resources of 
appropriate quality, which is confirmed in the publication of such scientists as S. Belai, I. Yevtushenko, 
and V. Matsyuk, which is devoted to the theoretical and methodological principles of personnel training 
in the field protection of critical infrastructure of Ukraine [4]. Wide discussion at different levels of the 
problem of Ukraine's loss of human capital was reflected in the scientific and publishing activity of such 
researchers as Kharechko D., who analyzes the formation and implementation of state social and 
economic policy in the context of the reproduction of human capital in a special period [5], Antoniuk V., 
which substantiates the assumption that intellectual and human capital in the conditions of the 
information and innovation economy is a key factor in the adaptation and economic security of the 
enterprise [8]. The analysis of the materials of the mentioned literary sources allows us to come to the 
conclusion that the financial and economic security of critical infrastructure objects needs to be restored; 
in the future, it must be effectively managed to ensure the stability and profitability of the functioning 
of strategically important enterprises, and without properly qualified personnel it will be impossible to 
perform this task.  

The purpose of the study is to specify the influence of human capital and personnel potential on 
the state of personnel and financial and economic security of critical infrastructure objects in wartime 
and in the postwar period. 

Results and discussion. The management of domestic critical infrastructure objects faces an 
urgent need to develop new approaches to ensuring their financial and economic security, taking into 
account the realities of the work of enterprises in wartime, during quarantine, a possible stoppage of 
their financial and economic activity in the conditions of another lockdown, blackout and transfer of 
employees to remote work, and business entities themselves to online customer service. 

The main problems faced by professionals in the management of financial and economic security 
at critical infrastructure enterprises in the conditions of quarantine restrictions and since the beginning 
of military operations were: 

- lack of funds and necessary equipment to ensure the security of enterprise resources during 
periods of remote work or after transfers (in positions and processes where it was technically possible 
to organize it); 

- lack of understanding by management personnel of their functions and tasks in new conditions; 
lack of an algorithm of actions in similar situations, including for employees of financial and economic 
security services; 

- the inability of enterprise employees to self-organize and establish working relationships in a 
remote format and under the risks of war, which led to inefficient use of working time, reduced profits, 
losses and the impossibility of meeting the needs of consumers in a timely manner; 

- lack of protocols for protecting employees' personal equipment, which they began to use for 
professional purposes, including when working with clients and company information and client data; 
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- the need to check new partners, suppliers, contractors to replace those who could not organize 
their work in new conditions or were affiliated with the aggressor country; working with the latter to 
obtain compensation for unfulfilled obligations in court or individually; 

- the need to work with clients in the legal sphere regarding unfulfilled obligations by the company 
due to forced work stoppages during periods of quarantine and lockdown, during air raids, attacks; 
assessment of the risks of court costs, fines, penalties, penalties in case of initiation of legal proceedings; 

- limited access to information and other resources in connection with the restructuring of the work 
of various bases and services under the new conditions of remote service. 

At the moment when the period of adaptation to the new working conditions at most critical 
infrastructure enterprises had already passed, and the necessary measures regarding the organization of 
work had been taken, the problem of the lack of documents that would determine the strategic vectors 
of the functioning and development of the economic security systems of economic structures arose, 
especially clearly. We believe that now is the time for their development, taking into account all the new 
realities, threats, risks and dangers brought by first the global pandemic, and now the war. It should not 
be forgotten that any change can mean both negative consequences (in this case for business) and new 
opportunities with the correct response to challenges that have formed in the external and internal 
environment of business structures. And professionals in the management of financial and economic 
security are called to deal with the development of such a reaction as the first line of defense of the 
economic interests of critical infrastructure objects and their stakeholders against various dangers and 
threats. 

Based on this, it is worth taking a closer look at the state of the strategic and personnel aspects of 
the process of ensuring the economic security of modern critical infrastructure facilities. As it was 
mentioned, there is a lack of economic security strategies or other documents in the practice of business 
entities that would determine the strategic orientations of financial and economic security management 
both under the conditions of martial law and quarantine restrictions, and during periods of their normal 
continuous work. The nearest strategic goals may consist in the autonomy of the financial and economic 
security system, its construction, modernization or renewal using a project approach - in which persons 
responsible for various functional areas of economic security will form a team that will have its own 
leader and will be able to work remotely, using flexible schedule and using project management 
technologies. With this approach, the organization of the financial and economic security system will be 
considered a separate project of the company, and the assessment of success at its completion will be 
the achieved level of financial and economic security of the enterprise, which should still be trained to 
evaluate the personnel to whose functions this task will be assigned. This leads to the problem of staffing 
resources for managing financial and economic security. It is obvious that earlier this function relied on 
former employees of law enforcement agencies in view of the typology of those threats and risks that 
were characteristic of business entities. However, now the management of financial and economic 
security requires the possession of such competencies as searching, evaluating and analyzing data, 
analyzing financial information, working with personnel, assessing their professional suitability and 
personal qualities, managing risks, knowing foreign languages, working with computer programs and 
social networks, the ability to communicate, mediate, negotiate and resolve conflicts, etc. Thus, the need 
for close cooperation between the spheres of education and business in the field of training of 
professionals in the management of financial and economic security by institutions of higher education 
emerges. Currently, the labor market lacks such specialists; part of the employees capable of performing 
the defined tasks left the country. Therefore, the domestic labor market needs human capital, which will 
possess the necessary competencies to manage the financial and economic security of business entities, 
as well as human resources to restore the intellectual and personnel security of strategically important 
enterprises. 

The loss of human capital and personnel potential as a result of the war actualizes the problem of 
ensuring personnel security of critical infrastructure facilities. Modern scientists single out several 
approaches to the formation of a system of intellectual and personnel security of a business entity and to 
the process of its management. In particular, these are such approaches as target, structural, process, 
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functional. Among the components of personnel security, the following are most often voiced: physical 
and psychological security, health security, financial, intellectual and career security [9, p.72]. 

As for the issue of assessing the level of personnel security, it may be appropriate to use several 
sets (aggregates) of indicators at once: indicators of the motivational component of personnel security; 
a set of indicators that reflect the provision and efficiency of the use of personnel; a set of indicators for 
ensuring the protection of personnel's vital activities; set of indicators of the professional component of 
personnel security; set of indicators of the social component of personnel security; set of assessment of 
personnel security system [10, p.71]. 

Therefore, personnel security is "one of the components of economic security, which should be 
considered as a set of conditions under which dangerous and unfavorable circumstances and actions are 
eliminated before they occur or their negative consequences are minimized to the level at which they are 
unable to cause damage or harm to the enterprise , weaken its financial condition and prevent the 
company from achieving its strategic goals. Also, personnel security can be considered from different 
angles - both financial and intellectual (which contributes to the improvement of the company's 
activities), and physical and career-administrative (unbiased assessment of the employee's activity and 
capabilities and his promotion)" [11, p.88]. 

The need to ensure personnel security at critical infrastructure facilities arises from the fact that 
the company's personnel are a source of numerous personnel risks and threats that originate from their 
actions and may have an impact on the state of financial and economic security of the business entity. 
In wartime, in conditions of economic instability and after the tangible consequences of the global 
pandemic of COVID-19, the behavior of employees has changed significantly, and the number of 
personnel risks has increased. We will outline the main threats to the state of financial and economic 
security of critical infrastructure objects, which are formed by the behavior of their personnel. 

1. Fraud, theft, deception - these actions on the part of personnel can be committed with the aim 
of taking over the company's resources for personal use, causing damage to the business entity's 
activities, its reputation at the behest of competing organizations, or to justify their actions or inaction 
during the performance of professional duties responsibilities The propensity of employees to such 
behavior should be determined by specialists of the personnel department (HR department) at the stage 
of hiring, during a personal interview with a candidate for a position: this approach is quite effective and 
allows you to avoid hiring people prone to fraud . However, the radical changes in the organization and 
implementation of labor relations caused by the transition to the online mode of work created a "good" 
basis for the dishonest behavior of those employees who were not sufficiently motivated, loyal to their 
company and saw in the new conditions of the organization of the labor process an opportunity for 
themselves to contribute less effort and receive personal profit during the working day. 

2. Low qualification of workers, their inability or unwillingness to adapt to new working 
conditions. The mass departure of able-bodied people abroad, first of all from the occupied territories, 
and from the rest of the regions of Ukraine in an attempt to protect themselves from the threats of war, 
intensified the trend of "brain drain", provoked "personnel hunger" in companies, exhausted the labor 
market in the segment of highly qualified specialists, which formed the intellectual potential of the nation 
and should become human capital for economic development in the future. Human resource managers 
of business entities had to quickly find replacements for employees who left their positions due to the 
war, without proper verification and without a procedure for adapting employees to workplaces. This 
can disrupt the normal course of business processes, worsen the functional state of enterprises, and in 
the public administration sector or at critical infrastructure facilities, lead to the appearance of risks to 
the state of national security. Therefore, personnel management, both in peacetime and under martial 
law, needs to form personnel reserves in advance and have alternative sources for replenishing the staff. 

3. Irrational behavior of personnel during air alarms, blackouts, etc. Observance of discipline and 
norms of behavior in the workplace are now very important factors that can not only regulate the actions 
of employees and reduce the level of uncertainty for HR management, but also ensure the physical 
survival of a person, preserve his health, which is the most valuable not only economically, but also and 
a personal resource. However, over time, in relatively safe regions of Ukraine, employees of enterprises, 
institutions, and organizations began to perceive air alarms not as a signal to move from the workplace 
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to shelter, but as an opportunity to attend to personal matters - on the territory of the enterprise or outside 
it. From a legal point of view, such behavior is a big risk  legal, economic and reputational  for the 
subject of economic activity. Therefore, in order to maintain the level of personnel security in this vector, 
it is suggested to develop (if it does not already exist) a clear algorithm of personnel actions during an 
air alert, to inform each employee about the responsibility for violating the accepted rules and to organize 
measures to control the implementation of specified procedures. Stimulating and encouraging those who 
will demonstrate exemplary behavior and motivate the rest of the staff by their own example can be a 
good practice both to increase the level of discipline and to improve the team spirit in the team.  

In the conditions of quarantine restrictions and lockdowns, the introduction of which has a 
significant impact on the functioning and development of global and domestic business, a major 
managerial problem and challenge for the top management of companies has become the organization 
of remote work of personnel. It is especially important to ensure the efficiency and rationality of this 
process at critical infrastructure facilities in order to ensure the continuity of their operation under any 
conditions. At first, even a general understanding of how work processes can be adjusted in the absence 
of workers of certain positions at their workplace was lacking. However, with the passage of time and 
taking into account the experience of various market participants, the restructuring of the labor relations 
model (where possible) did take place, and now, at the end of 2023, the organization of remote work 
will not surprise anyone. However, the formation of certain experience in this area made it possible to 
identify a number of significant difficulties and shortcomings that already affect, or that in the future 
may affect the state of financial and economic security of critical infrastructure objects.  

organizing a remote workplace has been transferred to the employee, which has led to the use of their 
own personal devices to store work information, which is recognized worldwide as an unsuccessful and 
sometimes unacceptable practice. Also, separate technical requirements for remote work meant 
additional costs for employees, which caused dissatisfaction and a decrease in the level of loyalty to the 
company. 

2. Technical problems of connection and communication. Remote work requires employees to 
have a higher level of information literacy and mastery of modern technologies. Their use without due 
attention to the issue of data security can become a significant threat to the informational and, ultimately, 
the financial and economic security of an enterprise, institution, organization, and in the case of a critical 
infrastructure object, even to the national security of the state. 

3. Efficiency of work in conditions of lack of supervision. Remote work is characterized by a 
relatively low level of supervision, monitoring and control, at least of the work process. Therefore, it is 
worth establishing a close control over the work results, intermediate and final. Employees of companies 
must demonstrate a high level of discipline, awareness of the need to conscientiously and timely fulfill 
their professional duties in conditions of lack of control. The company's top management can stimulate 
the most productive employees, first of all, by improving their working conditions - through the purchase 
of new gadgets, personal computers and other equipment that is actively used in remote work conditions. 

4. Social passivity and professional burnout. Lack of personal communication, direct 
communication with colleagues, isolation - negatively affect the psychological and emotional state of 
employees of enterprises, which can affect the efficiency and effectiveness of their work and even cause 
the development of depression and other diseases. 

5. Chronophages and distracting factors. In many cases, the effectiveness of remote work of 
employees is affected by the presence of other persons in the premises - children, family members who 
are also isolated for one reason or another (for example, quarantine or air raid) and have to perform 
certain tasks online (study or work). As for chronophages - time wasters, this is a term from the field of 
time management, which means unproductive use of time - distraction on phone conversations, social 
networks, coffee, "smoke breaks", etc. 

Thus, the remote form of work process organization is a real challenge of the time for domestic 
critical infrastructure facilities. However, like any change, it can also have its advantages with the 
reasonable use of personnel potential, time and material resources of business entities and own resources 
and means of their employees [12]. 
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Therefore, the personnel of critical infrastructure facilities are a source for the formation and 
intensification of a large number of risks and threats to their financial and economic condition. At the 
same time, a high-quality human resource is a significant competitive advantage of a strategic enterprise, 
which can ensure its effective functioning, presence on the market and physical survival even in the 
absence of other types of corporate resources necessary for conducting a profitable business. In view of 
this, in the system of modern management, an important role should be assigned to the study of the 
possibility of increasing the level of financial and economic security of the economic entity through the 
mechanisms of personnel development, the formation of personnel potential, and the creation of a 
personnel management reserve.

Personnel development is a set of actions aimed at forming new competencies among employees 
based on their acquisition of new knowledge both from the list of professional skills and from the plane 
of social skills. Incentives for professional and personal development can be material rewards, contracts 
with attractive working conditions, career advancement, etc. The tools for this process are training (in 
the field of formal and non-formal education, including lifelong learning), course preparation (in offline 
and online modes), mentoring, mentoring, delegation of authority, rotation, planned and extraordinary
professional development, etc.). 

Picture 1 The influence of human capital and personnel potential on the state of 
personnel and financial and economic security of critical infrastructure objects

Compiled by the author

The proliferation of online education has made tools for development and learning more 
accessible, and now only desire and the availability of free time are the factors that employees need to 
improve their personal and business skills. Therefore, the tasks of the management of critical 
infrastructure facilities are to arouse and stimulate the thirst of personnel to learn new skills, and at the 
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same time, to ensure the availability of a reserve of time for those who plan to spend it on professional 
development. Motivated employees who demonstrate readiness for continuous self-improvement are the 
basis of the company's personnel potential. Those of them who demonstrate the presence of leadership 
qualities and readiness to take responsibility for their own actions and for the actions of others should 
be included in the personnel management reserve. 

Therefore, the management of personnel security of a critical infrastructure object in the system 
of ensuring its financial and economic security should be organized and implemented in two directions. 
The first is the protection of the corporate resources of the business entity against the actions or inaction 
of its own employees. The second is the protection of employees, as an important resource of the 
company, from the risks and threats that accompany them during the performance of their duties. The 
second direction is especially important during the war, and may require new non-standard approaches 
from the management of strategically important enterprises, which emphasizes the relevance and 
prospects of further scientific research in the direction of personnel security management of critical 
infrastructure facilities in the conditions of the wartime economy and in the post-war period.  

Conclusions. The impact of human capital and personnel potential on the state of personnel and 
financial and economic security of critical infrastructure facilities is as follows. Qualitative 
characteristics of human capital that form the personnel resource of critical infrastructure enterprises, 
such as business activity, initiative, professional behavior and business ethics, discipline, time 
management, self-development, self-management, lifelong learning, the level of soft skills and hard 
skills, their application in professional activity, age, economic expectations, level of education, physical 
training, stress resistance, state of health, level of qualification, experience and competence can have 
both positive and negative consequences for the state of their personnel security, as well as for the final 
result for the state of their financial and economic security. Positive consequences include: a high level 
of the company's reputation, consumer trust; timely completion of tasks, completion of projects; 
increasing the efficiency of business processes and production processes, their rationalization; profitable 
operation of the enterprise; effective work to realize own career expectations; ensuring continuous 
operation of enterprises; high quality of personnel resource, personnel reserve; ensuring the quality of 
products/services, meeting the needs of consumers. Negative manifestations of the lack of a number of 
important qualitative characteristics for the state of their financial and economic security in the personnel 
resources of critical infrastructure enterprises can be: costs for personnel adaptation; compensation for 
sick leaves, downtime at work; conflicts in the team; expenses for additional training, retraining; losses 
from irrational use of time; damages in case of violation of deadlines; reputational losses and damages; 
spending motivation, staff stimulation. 
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