
ISSN 2707-5036 Bulletin of the Cherkasy National University. Economic Sciences. 2025. Volume 29. No.1 
 

67 

 
UDC 334.722.022.3:658.14/.17:347.7 
DOI: https://doi.org/10.31651/2076-5843-2025-1-67-77 

 
CHAKALOV Adonis  
PhD student of the Management  
and Public Service Department, 
Bohdan Khmelnytsky National University  
of Cherkasy, Cherkasy, Ukraine 
Orcid ID: https://orcid.org/0009-0001-6523-0216 
lawagens@ukr.net 

 
THEORETICAL BASIS FOR ENTERPRISE FINANCIAL AND ECONOMIC SECURITY 

MANAGEMENT AND THE LEGAL FRAMEWORK FOR ITS PROTECTION 
 

Given how unstable and unstable the economic environment in which domestic business entities operate is, 
within the framework of this study, it was decided to identify and describe the legal foundations for implementing 
the process of managing the financial and economic security of an enterprise and the legislative basis for its 
protection, since it is the legal sphere and regulatory regulation in Ukraine that remain the tool for managing the 
processes of financial and economic activity even in conditions of maximum uncertainty and the most radical 
risks. Legal protection tools help company management "repel" raider attacks, minimize personnel risks, restore 
business reputation and professional image, counteract cybernetic interference in digital business ecosystems, 
etc. 

Purpose is a generalization and critical review of the theoretical basis of managing the financial and 
economic security of enterprises and the legal foundations of its protection. 

The goal of legal protection of the financial and economic security of an enterprise is to identify the threat 
of its management committing illegal actions, as a result of which the business entity will suffer losses or be forced 
to incur additional expenses, for example, to pay fines, penalties, and penalties, and experience negative 
consequences for its own business reputation and professional image, and to prevent these threats or minimize 
their negative consequences. 

Six stages of implementing a phased approach to organizing legal protection of the financial and economic 
security of an enterprise are proposed: studying and complying with the regulatory framework of the business 
entity's activities, forming a subsystem of the legal security of the enterprise, choosing a model for implementing 
the mechanism of legal protection of financial and economic security, harmonizing internal documents and 
policies of the enterprise with legislation, minimizing legal (legal) risks for the state of the financial and economic 
security of the enterprise, assessing the state of legal security of the company's economic activities. 

The purpose of legal protection of the financial and economic security of an enterprise is to identify the 
threat of illegal actions by its management, as a result of which the business entity will suffer losses or be forced 
to incur additional expenses, for example, to pay fines, penalties, and penalties, and suffer negative consequences 
for its own business reputation and professional image, and to prevent these threats or minimize their negative 
consequences. 

Keywords: digitalization, digital transformation, sustainable development, corporate governance, 
sustainable development goals, development management, digital risks. 

 
Problem statement. The issue of financial and economic security management is actively raised 

in modern scientific literature. The focus of modern research is on the issues of specifying the substantive 
essence of the concept of financial and economic security, identifying the functional components of a 
comprehensive system for ensuring the economic security of a business and the mechanism for managing 
it, problems that arise when assessing the level of financial and economic security, as well as in the 
process of identifying threats and risks that are inherent in the activities of business entities both in 
peacetime and under the influence of the challenges of martial law. Particularly resonant aspects of 
financial and economic security management are related to the use of human resources, ensuring 
individual safety of personnel in the workplace, finding means of protecting the information resources 
of the enterprise from external interference, as well as identifying opportunities for balancing the 
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interests of different categories of stakeholders in relation to the implementation of security-oriented 
measures and directing management efforts to profit from the risky financial and economic activities of 
the enterprise. Each management decision regarding financial and economic security management must 
be legal and not contradict existing rules and requirements for doing business. Such a restriction is in 
many cases a lifesaver for the company's security situation when its management intends to obtain 
economic benefits at any cost. 

Given how unstable and unstable the economic environment in which domestic business entities 
operate is, within the framework of this study it was decided to identify and describe the legal 
foundations for implementing the process of managing the financial and economic security of an 
enterprise and the legislative basis for its protection, since it is the legal sphere and regulatory regulation 
in Ukraine that remain the tool for managing financial and economic activity processes even in 
conditions of maximum uncertainty and the most radical risks. Legal protection tools help company 
management to "repel" raider attacks, minimize personnel risks, restore business reputation and 
professional image, counteract cybernetic interference in digital business ecosystems, etc.  

Analysis of recent research and publications and isolation of part of an unsolved problem. 
Research into the theoretical basis of enterprise financial and economic security management from the 
perspective of its legal protection has been conducted by many contemporary Ukrainian scholars. 
However, it's worth noting that publications on this topic are significantly dispersed across the timeline. 
This indicates that the subject of the initiated research has been, and remains, relevant at various times. 
The contexts in which researchers examine the legal regulation of financial and economic security 
management also vary. 

For example, Bilousov Ye. M. explores the legal nature of economic security as a category of 
commercial law [1]. Vivchar O. I. investigates the methodology of enterprise economic security based 
on a project approach, focusing on contemporary challenges from a regulatory and legal standpoint [2]. 
Harust Yu. V. and Perelaznyi A. I. focus on the theoretical and legal aspects of financial and economic 
security for agricultural enterprises [3]. Zhyvko Z. B. and Zhyvko P. B. specify the economic and legal 
aspects of intellectual property management and protection in the context of business integration and 
security [4]. Zachosova N. V. describes the state and problems of regulatory and legal support for the 
economic security of financial institutions in Ukraine [5]. Zub V. V. raises the issue of streamlining 
certain definitions in the regulatory legal framework of economic security [6], and this publication is 
one of the most relevant in the context of this research, as it is dated 2024. In turn, Kadala V. V. and 
Huzenko O. P. outline managerial and legal content issues in the context of enterprise economic 
security [7]. Kantor N. clarifies the historical and legal aspect of studying the concept of "economic 
security" [8]. Kyrychenko O. A., Korobchynskyi O. L., and Lekar S. provide a generalized overview of 
the regulatory and legal framework for an enterprise's economic security system [9, 10]. 

Separate managerial, personnel, and organizational problems of legal regulation concerning the 
economic security of business entities are raised in studies by scholars such as Lefterov L. V. [11], 
Lichman T. V. [12], Melnyk V. I. [13], Pylypenko O. I. [14], Slatvinskyi M. A. [15], Siomych M. I., 
Tkachenko N. E., Shkrobot M. V., Yevtukh A. I. [16], Siomych M. I. [17], Fenii N. S. [18], Fishchenko 
L. M. [19], Franchuk V. I., Myshuliuk O. Ya. [20], Shelekhov A. O. [21], Shymanskyi F. V., Kochevoi 
M. M. [22], and Shmyhol N. M., Liashenko O. M. [23]. 

Despite a significant number of studies on the legal foundations of financial and economic security 
management, the constant changes in legislation, the entry into new sales markets outside Ukraine, and 
the need to comply with quality standards and requirements of other states for the organization and 
implementation of financial and economic processes make the subject of this research inexhaustible. 
Therefore, a contemporary analysis and generalization of the legal regulation of processes ensuring the 
financial and economic security of economic structures is required.  

The purpose of the article is a generalization and critical review of the theoretical basis of 
managing the financial and economic security of enterprises and the legal foundations of its protection.  

Teaching the basic material of research. Currently, there are several different approaches to 
specifying the essence of the financial and economic security of an enterprise. In particular, the most 
popular are: a process approach, in which financial and economic security is understood as a process of 
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certain management actions that led to the comprehensive protection of the enterprise's corporate 
resources from the influence of external and internal risks and threats, and an approach according to 
which economic security is considered a certain state, the ability of the enterprise to counteract threats 
and challenges to its continuous financial and economic activities. Therefore, financial and economic 
security management is a process aimed at achieving the described state of security of the corporate 
resources of the business entity, and at the same time the implementation of classical management 
functions - planning, organization, motivation, control - regarding security-oriented measures in the 
enterprise management system. 

In a general sense, security is a low level of threats that can prevent the stable functioning of a 
certain entity. Security as a system of inherent, typical properties of any country embodies all spheres of 
various spheres of life and development of man, society, state and nature [8, p.71]. Belousov E.M. 

vities of any business 
entity that operates in accordance with the provisions of current legislation, therefore this definition can 
be defined as a category of economic law [1, p.89]. The scientist offers the following definition: 
economic security is a stable economic state of business entities, which is characterized by the ability to 
anticipate and eliminate dangers to the economic activities of these entities using economic and legal 
means defined by law [1, p.92]. 

Kadala V. V., Huzenko O. P. offer the 

which is able to adapt an innovative methodological basis for assessing economic security and is able to 
synthesize solutions in the field of countering dangers, threats and risks that accompany the operational 
sector of activity. Researchers also emphasize the fact that a rather problematic issue for a modern 
enterprise is dependence on legislative regulators, which are not always subject to rational changes. In 
the system of management of economic security of modern enterprises, this factor negatively affects the 
formation of an information base for making management decisions [7, p.128]. 

Fishchenko L.M. makes three important generalizations: first, financial and economic security is 
a universal category that reflects the security of subjects of socio-economic and legal relations at all 
levels - from the state to each of its citizens; secondly, the economic security of an enterprise is the 
security of its activities from the negative influences of the external internal environment, the ability to 
quickly eliminate various threats or adapt to external conditions without negative consequences for the 
enterprise; and thirdly, state and legal regulation has the most noticeable and significant impact on the 
formation of the financial and economic security of an enterprise, using direct and indirect levers of 
influence [19, p.112-113]. 

The issues of organizing economic security systems, countering risks to financial and economic 
activities, managing the financial and economic security of enterprises, institutions and organizations in 
Ukraine are regulated by a large array of regulatory legal acts that regulate and streamline various aspects 
of the economic and legal activities of business structures. The imperfection of national legislation in 
ensuring the system of economic security of the enterprise and the security of entrepreneurship is 
mentioned by such scientists as Kyrychenko O. A., Korobchynsky O. L. Legal regulation of 
entrepreneurship is carried out by numerous regulatory legal acts of both general and special nature [9, 
p.32]. Regulatory legal acts include Decrees of the President of Ukraine, Laws of Ukraine, Resolutions 
and Orders of the Cabinet of Ministers of Ukraine, other subordinate regulatory legal acts. Among the 
internal documents of the enterprise that regulate some aspects of its financial and economic security, 
there are: charter, collective agreement, internal labor regulations, individual contracts, agreements on 
voluntary compliance with the confidentiality regime, an agreement-obligation of participants in 
business negotiations, an agreement on cooperation and joint activities, provisions on the commercial 
secret of the enterprise, provisions on the economic security service of the enterprise, special regulations 
or provisions on officials, on branches and representative offices, job descriptions, codes of corporate 
conduct, etc. [23, p.93]. Thus, a problematic aspect of modern management practice and the current 
stage of development of the state's legal system is the absence of a single law dedicated specifically to 
ensuring the financial and economic security of business entities, and therefore, this area is under the 
influence and protection of various documents from the economic legislation of Ukraine. Therefore, 
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scientists propose to include in the key areas of strengthening the financial and economic security of 
enterprises constant monitoring of changes in the legal regulator, which affects the conditions of the 
enterprise's functioning [7, p.130]. Normative and legal acts, primarily of a higher level (laws), should 
also lay the foundation for regulating the needs of entrepreneurship in solving economic security 
problems that may arise in the future in accordance with changes in the economic and security 
environments [9, p.33]. 

The spheres of legal regulation of the field of management of financial and economic security of 
enterprises, as noted by Shmygol N. M. and Lyashenko O. M., include its competitive position in the 
market, legal aspects of organization and implementation of activities, implementation of investment 
and innovation policies, taxation of activity results, features of construction of enterprise infrastructure, 
mechanism of provision of state guarantees and implementation of operations in the financial market. 
Thus, the directions of legal regulation of economic security of business entities, according to scientists, 
combine legal efforts of state authorities to demonopolize the economy, support the activities of 
enterprises, their registration and licensing, formation of space and opportunities for attracting 
investment resources, control over their active use, financing of enterprise development projects, 
maintenance of the functional capacity of the fiscal system, regulation of transport and communication 
infrastructure, protection of interests of enterprises and their stakeholders [23, p.92]. 

Thus, the legal support for the economic security of business entities consists of a number of 
regulatory and legal acts: the Constitution of Ukraine, codified legislation, laws of Ukraine on security 
issues, laws of Ukraine on the activities of entities ensuring economic security, orders and other acts of 
ministries, departments, associations that regulate individual issues of economic activity and local 
regulatory acts of local self-government bodies [11, p.226-227]. Thus, the legal basis for the activities 
of domestic enterprises is regulatory and legal support, which, in turn, can be both a means of ensuring 
its financial and economic security and a threat to it or increase various threats. Legal norms contained 
in external regulatory and legal acts, scattered across various legislative acts of a general nature and 
contained in separate by-laws, require coordination and improvement, as well as the development of 
new ones [20, p.337]. 

Let us consider the legal regulation of the process of managing the financial and economic security 
of an enterprise. The Constitution of Ukraine is a fundamental legal basis that forms the basic principles 
of financial and economic activity of a business, determines the rights and freedoms of citizens who at 
a certain point in time can act as a human resource of an enterprise, and also provides guarantees for the 
protection of property rights, which is the basis of the capitalist model of the functioning of the economy. 
Thus, the Constitution of Ukraine creates a general legal framework within which the system of financial 
and economic security functions and develops. 

The provisions enshrined in the Constitution on the regulation of financial and economic security 
are clarified and strengthened by the laws of Ukraine, which directly or indirectly create legal 
foundations for the formation of mechanisms for managing the financial and economic security of 
enterprises. Among them: 

- laws relating to the organization of economic activity and the regulation of entrepreneurship: the 
Economic Code of Ukraine, the Civil Code of Ukraine, which formalize the general principles of 
economic activity, record transactions, regulate contracts, protect property rights, and establish the 
liability of business entities for violating the rules and norms of doing business; the Laws of Ukraine 
"On Limited and Additional Liability Companies", "On Joint-Stock Companies" and other laws that 
regulate organizational and legal forms of economic activity, since corporate governance is an important 
element of security-oriented management of enterprises; 

- laws in the field of financial regulation and taxation of business activities: Tax Code of Ukraine 
 which regulates fiscal relations between enterprises and tax authorities, which directly affect the 

financial indicators and the state of financial and economic security of enterprises; Law of Ukraine "On 
Accounting and Financial Reporting in Ukraine", the norms of which establish the rules for keeping 
records and submitting financial statements, which, in turn, are the basis for analyzing the financial 
condition of an enterprise and identifying threats to its unhindered financial and economic activities; 
Law of Ukraine "On Banks and Banking Activities" and other laws aimed at controlling the activities of 
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financial institutions with which enterprises interact when using financial products and services; Law of 
Ukraine "On Prevention and Counteraction to the Legalization (Laundering) of Proceeds of Crime, 
Financing of Terrorism and Financing of the Proliferation of Weapons of Mass Destruction"  is of great 
importance for maintaining the requirements for financial transparency of business activities and 
preventing the risks of committing financial crimes; 

- laws aimed at organizing the protection of information resources of enterprises: the Law of 
Ukraine "On Information", the Law of Ukraine "On State Secrets", the Law of Ukraine "On Protection 
of Personal Data", the Law of Ukraine "On Commercial Secrets" - all of them establish requirements for 
the use of information that ensure the protection of confidential information that has economic value for 
the enterprise and can be used by its competitors for a purpose that is destructive to the financial and 
economic security of the owner of such data; 

- laws regulating the processes of combating crime and maintaining law and order: the Criminal 
Code of Ukraine and the Code of Ukraine on Administrative Offenses - these regulatory documents 
establish the responsibility of business entities, their owners and employees, for offenses that may 
threaten the financial and economic security of the business (fraud, nepotism, embezzlement, insider 
trading, corruption, etc.); The Law of Ukraine "On Operational and Investigative Activities", "On the 
Security Service of Ukraine", "On the National Police" - clarify the powers of law enforcement agencies 
involved in protecting the financial and economic interests of participants in economic relations; 

- laws regulating national security: The Law of Ukraine "On National Security of Ukraine" - 
contains general principles for ensuring national security, including the economic security of the state 
and, accordingly, protects the economic security of its subjects from economic risks and threats of a 
nationwide scale; The National Security Strategy of Ukraine and the Economic Security Strategy of 
Ukraine (approved by Decrees of the President of Ukraine) - these regulatory acts fix the strategic 
guidelines and priorities of state policy in the field of financial and economic security, the achievement 
of which, among other things, should also occur at the expense of the successful economic activity of 
business entities. 

Another important category of regulatory documents in the field of financial and economic 
security management of business structures is made up of subordinate normative legal acts, such as 
Decrees of the President of Ukraine (for example, on approval of concepts, strategies, policies in the 
field of ensuring national or economic security at the macro or regional level); Resolutions and orders 
of the Cabinet of Ministers of Ukraine (for example, on approval of programs, procedures, 
recommendations for regulating individual sectors of the national economy and their participants); 
normative legal acts of ministries and departments (for example, the Ministry of Finance, the Ministry 
of Economy, the National Bank of Ukraine, the State Financial Monitoring Service, which may contain 
recommendations, describe methods or establish rules in the field of financial monitoring, risk 
management, prevention and counteraction to fraud); standards, rules and recommendations: although 
not mandatory in the literal sense of the word, international or industry standards and methodological 
recommendations (for example, regarding the implementation of internal audit procedures, risk 
management, compliance) play an important role in the formation of effective systems and mechanisms 
for managing financial and economic security at enterprises, institutions and organizations. An important 
aspect of streamlining and controlling the process of managing financial and economic security at an 
enterprise is its self-regulation, since the solution of a large number of problems in the field of security-
oriented management of business entities relies on their internal rules, policies, instructions and 
procedures. They must be formed by the management of the enterprises themselves in strict accordance 
with the existing regulatory and legal requirements of domestic legislation and best international 
practices. Another characteristic of the legal support of the financial and economic security of a business 
is its adaptability, which arises due to the fact that the legislative regulatory framework for regulating 
security measures is constantly changing, updated and adapted to new financial and economic 
challenges, for example, those that arise in the process of digital transformations of business processes, 
are reactions to cybersecurity threats, are exacerbated by risks associated with the introduction of martial 
law, etc. Therefore, to ensure the effectiveness of the process of managing the financial and economic 
security of company management, it is important to constantly monitor changes in the regulatory 
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framework for regulating economic activity. The complexity of legal protection means that effective 
security-oriented management requires management personnel to have an integrated approach to the 
implementation of this process, which will combine such conditions as compliance with the 
requirements of existing regulatory and legal acts and the development of internal systems for ensuring 
the financial and economic security of the enterprise.  

Thus, the process of managing the financial and economic security of domestic enterprises is 
regulated by rules and regulations from various legal documents, starting with the Constitution of 
Ukraine and ending with the internal documentation of the business entities themselves. Enterprise 
management must strictly monitor that information and rules from regulatory and legal acts are correctly 
interpreted and reflected in the company's internal documentation, and that, in turn, does not contradict 
the legislative framework for the implementation of entrepreneurial activity in Ukraine. 

Shelekhov A.O. not without reason notes that in the context of considering the economic security 
system of an enterprise as a set of functional components, state legislation should regulate the 
functioning, development and security of each of them - financial, information, political and legal, 
technical and technological, environmental, power, intellectual and personnel. Distinguishing in the 
system of economic security of the enterprise and subjects, objects and mechanisms of provision, the 
regulatory and legal field must regulate the entire range of issues regarding their effective functioning 
and management [21, p.184]. 

Fig. 1 demonstrates a phased approach to legal protection of the financial and economic security 
of the enterprise.  

Legal protection begins with the creation of a regulatory and legal framework on the economic 
security of the business entity, that is, internal security regulations and its application in this process [20, 
p.338]. It is obvious that the issue of legal security (or the legal component of the economic security 
system) of the enterprise requires the position of a lawyer or legal service within the enterprise, or its 
solution may involve the involvement of a legal specialist on a contractual basis, as shown in the third 
stage. The level of legal security of the enterprise will depend on the option chosen. In any case, it is 
necessary to clearly define the boundaries, duties and responsibilities of the lawyer in the relevant 
provision on legal service or in the contract for the provision of such services [9, p.34]. 

The purpose of legal protection of the financial and economic security of an enterprise is to 
identify the threat of illegal actions by its management, as a result of which the business entity will suffer 
losses or be forced to incur additional expenses, for example, to pay fines, penalties, and suffer negative 
consequences for its own business reputation and professional image, and to prevent these threats or 
minimize their negative consequences. The legal actions of the enterprise in the process of its financial 
and economic activities at the level of profit-making are mandatory conditions for its presence on the 
market and economic survival in the future. 

Conclusions and prospects for further research. Having studied the theoretical basis of 
managing the financial and economic security of enterprises and the legal foundations of its protection, 
the following proposals can be made regarding the implementation of a phased approach to organizing 
the legal protection of the financial and economic security of an enterprise. Six stages are proposed: 
studying and observing the regulatory framework of the business entity's activities, forming a subsystem 
of the legal security of the enterprise, choosing a model for implementing the mechanism of legal 
protection of financial and economic security, harmonizing internal documents and policies of the 
enterprise with legislation, minimizing legal (legal) risks for the state of the financial and economic 
security of the enterprise, assessing the state of the legal security of the company's economic activities. 
At the first stage, it is proposed to achieve an understanding by the enterprise management of the 
legislative framework, which lays down the foundations for regulating the financial and economic 
security of the enterprise and the legality of its activities; at the second stage, to determine the range of 
subjects of legal protection of the financial and economic security of  
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Figure 1. - The step-by-step approach of legal protection of financial and economic 
security of an enterprise

Source: developed by the author 

the enterprise, the goals and objectives of the legal subsystem of the comprehensive system of economic 
security; at the third stage, a legal department should be created, a lawyer should be hired or specialists 
from a law firm should be involved to resolve legal issues in the financial and economic security system; 
at the fourth stage, a review and update of the company's internal documentation is expected - strategies, 
policies, orders, instructions, etc., in accordance with the norms of current legislation; additional 
opportunities for introducing security-oriented management practices on a legal basis should be sought; 
at the fifth stage, legal risks should be identified in the external and internal environments; the likelihood 
of their negative impact on the state of the financial and economic security of the company should be 
assessed, various scenarios for prevention, counteraction and response should be developed; at the sixth 
stage, it is advisable to form a methodological basis for assessing the achieved level of legal security of 
the company, as well as periodic assessment according to a selected set of indicators, establishing trends, 
identifying "red flags" and legal gaps in the system for ensuring financial and economic security.

Prospects for further research consist in developing proposals for updating and modernizing the 
legal support for the process of managing the financial and economic security of domestic enterprises in 
order to maintain the level of its suitability for Ukrainian companies to respond to the urgent challenges 
of the economic space formed during the war.
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